Disaster Planning and Identity Theft

Disaster Preparation Worksheet

To document all IT systems in order to know what equipment is required to perform day to day business
and how to get access to addition systems in the event of a disaster.

Make a complete list of all offices and contact information for each office.

OFFICE NAME CONTACT INFORMATION
Address:

Primary Contact:

Secondary Contact:

Land Phone:

Cell Phone:

Fax:

E-Mail:

Pager:

Connectivity Type:

Location of Network Documentation:
Address:

Primary Contact:

Secondary Contact:

Land Phone:

Cell Phone:

Fax:

E-Mail:

Pager:

Connectivity Type:

Location of Network Documentation:
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OFFICE NAME CONTACT INFORMATION
Address:

Primary Contact:

Secondary Contact:

Land Phone:

Cell Phone:

Fax:

E-Mail:

Pager:

Connectivity Type:

Location of Network Documentation:
Address:

Primary Contact:

Secondary Contact:

Land Phone:

Cell Phone:

Fax:

E-Mail:

Pager:

Connectivity Type:

Location of Network Documentation:
Address:

Primary Contact:

Secondary Contact:

Land Phone:

Cell Phone:

Fax:

E-Mail:

Pager:

Connectivity Type:

Location of Network Documentation:

Create a complete inventory of all the hardware and software throughout you entire company.
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SYSTEM UNIQUE SOFTWARE NETWORK ADMINISTRATIVE
CONFIGURATION/ | NAME/HOSTNAME CONFIGURATION | PASSWORDS
MAKE AND MODEL
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Network diagrams should include all systems and locations showing physical and logical connections
between locations, networks and systems.

Any passwords that are administrative level passwords should be recorded and secured. A good
suggestion is recording them in a secure digital vault and then keeping them on multiple different
media types in multiple safety deposit boxes offsite.

HOSTNAME USERNAME PASSWORD

All static IP addresses and dynamic IP ranges need to be tracked. If at all possible, a map of MAC
address to IP address reservation should be recorded.
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HOSTNAME MAC ADDRESS IP ADDRESS ADDRESS TYPE
(STATIC/DYNAMIC)
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All relevant printer information needs to be captured for each networked and non-networked printer.

PRINTER MAKE & MODEL | LOCATION NETWORKING INFORMATION
Print Queue:
IP Address:
Print Queue:
IP Address:
Print Queue:
IP Address:
Print Queue:
IP Address:
Print Queue:
IP Address:
Print Queue:
IP Address:
Print Queue:
IP Address:
Print Queue:
IP Address:
Print Queue:
IP Address:
Print Queue:
IP Address:
Print Queue:
IP Address:

All information about the phone lines needs to be documented. This includes information such as
number of external lines, PBX information, users and extensions, ISDN and ADSL information, fax and
phone numbers.

Compile a complete and accurate list of all vendors and their contact information. This list should
include all of the vendors for the entire company along with any technical support numbers so that they
can be easily contacted.

VENDOR PRODUCTS CONTACT INFORMATION
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VENDOR PRODUCTS CONTACT INFORMATION

It is critical to have a complete list of all key personnel who are a part of the disaster plan available. Part
of this list must include all contact information along with their area of responsibility.

NAME AREA OF RESPONSIBILITY CONTACT INFORMATION
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NAME AREA OF RESPONSIBILITY CONTACT INFORMATION
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