Disaster Planning and Identity Theft

Disaster Mitigation Worksheet

This section allows you to:

decide what needs to be recovered
prioritize recovery efforts
how it will be recovered
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who will perform these actions

1. Create alist of all the departments and a representative from each department. IT should have
several representatives along with a member from senior IT management.
2. Determine who will be responsible for each aspect of the Disaster Recovery Plan.

DEPARTMENT REPRESENTATIVE RESPONSIBILITY
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3. Determine who will be the Disaster Recovery Planning Team Project Manager.

4. ldentify at a high level a list of systems that should be considered in scope for this project.

IN SCOPE SYSTEMS, SOFTWARE & LOCATIONS OUT OF SCOPE SYSTEMS, SOFTWARE & LOCATIONS
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5. Create atimeline for the project. This will keep everything on track.

ITEM OR TASK COMPLETION DATE
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This section is designed to help identify potential risks that may exist in your environment. This is not
intended to be an exhaustive list but, rather, a starting point for you to kick off the process.

Answer each of these questions as thoughtfully and accurately as possible.

1. Isthe server room secured with access limited to the IT staff?

2. Isthe system located in anisolated area of the building, but still well monitored?

3. Arethe console workstations locked when no one is around?

4. Doesthe server room have either a smoke or heat detector in place?
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5. Isthe air conditioning in the server room adequate?

6. Isthe system safe from external elements, like excessive sunshine, wind, dust and extreme hot or
cold temperatures?

1. Has the organization developed a written security policy, including specific incident response
procedures?

2. Are steps taken to keep the procedures up to date?

3. Isanadequate intrusion detection system installed?
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4. Are proceduresin place to communicate intrusions to the appropriate people?

5. Are key people trained on the specific security equipment being used?

6. Areonly essential network services activated?

7. Does someone audit firewall activity on a reqular basis?

8. What are our vulnerabilities?
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9. Whatis at risk as a result of our vulnerabilities?

10. What must be done to eliminate the vulnerabilities?

Create a list of the IT services that are critical to the continuity of your business. Describe how these
services are maintained and what type of redundancy is in place for them.

Some examples of these services include Internet connectivity, e-mail, file access, power, and phone.

CRITICAL SERVICE | MAINTENANCE REDUNDANCY
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CRITICAL SERVICE | MAINTENANCE REDUNDANCY
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1. Does policy require unique accounts (no ‘guest’ accounts)?

2. Areusers required to change their password on a regular basis (30-60 days)?

3. Does the policy prevent users from reusing previous passwords?

4. Arerequirements in place that force the password to contain a combination of numbers and
letters?

5. DoesIT change server or main systems passwords on a regular basis?
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6. Have all generic user accounts, such as ADMIN, ROOT or HOST been disabled?

1. Are backups done daily?

2. Are backups kept offsite on a regular basis?

3. Isthere at least a two week rotation of tapes?

4. Given the offsite storage practice, if there was a fire in the server room, what is the potential
exposure the organization faces with regard to lost data?
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5. Isthat exposure acceptable?

6. When was the last time a test was done to ensure that the data can be restored effectively?

7. Are logs of backups kept and reviewed regularly?

8. Isdata stored at the workstation level that is not getting backed up on a regular basis?

9. Doesthe organization rely on users to back up their own data?
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1. Are their policies in place to outline and restrict user access to the Internet? If so, briefly describe
the policy. If not, outline why no policy is in place.

2. Isemployee Internet use being monitored and are the monitoring system logs being reviewed on a
regular basis?

3. Iscontent filtering in place and active?

4. What, if any, restrictions are placed on e-mail? E.g. attachment size, file type restrictions, etc.

1. Isantivirus deployed on all servers, workstations, and laptops?
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2. Are daily scans run on all systems?

3. How frequently are virus signatures updated?

4. lsthe anti-virus software and signatures centrally managed?

5. Do all anti-virus upgrades performed automatically or are they done manually? IF manually, who is
responsible for performing the upgrades?

6. Does the anti-virus software provide protection from a zero-day attack?
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1. What documents are presently in place to support a disaster recovery plan? Some examples
include system policies, contact lists, network documentation, recovery plans, etc.

2. When was the last time that these documents were reviewed? How frequently are they reviewed?

3. Whois responsible for all of the documentation and what security measures are in place to prevent
unauthorized access and changes?

1. Isthere a well documented network configuration and architecture?

2. Do all of the network devices and components conform to policies and architecture?
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3. Does an exhaustive inventory of all network hardware and software exist? If so, how frequently is it
updated? If not, when is one planned?

4. Are network reviews performed by internal personnel or external agencies?

5. Areall network devices assessed against the network architecture prior to purchase and
installation?

6. Upon installation of a new device, are all network documents immediately updated?

1. How frequently is penetration testing performed on the network? When was the last time the
network was assessed?

TInUS http://www.trinustech.com MUNICIPAL ADMINISTRATION LEADERSHIP WORKSHOP
i
1-877-489-9985 MAY 12-15, 2009

technologies inc. Page 15



Disaster Planning and Identity Theft @

2. s penetration testing performed by a qualified third party organization?

3. How are the results of penetration testing handled? Who is responsible for performing risk
assessment and prioritization?

1. What constitutes a disaster?

2. What type of disasters may your systems encounter?

3. Whatis the likelihood of such a disaster occurring? For each identified disaster, determine if there
is a high, medium or low probability that this type of a disaster will occur.

DISASTER DESCRIPTION RISK LEVEL DISASTER MITIGATION

Electronic Security Breach

Virus Infection
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DISASTER DESCRIPTION RISK LEVEL DISASTER MITIGATION

Hardware Failure

Fire

Power Outages

Physical Security
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